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From the INTERNATIONAL BUREAU 



PCT 

NOTIFICATION CONCERNING 
THE FILING OF AMENDMENTS OF THE CLAIMS 

(PCT Administrative Instructions, Section 417) 


To: 

OG AS A WAR A, S h i ro 
Daisan-Longev'Bldg., 3-11, Enokicho 
Suita-shi, Osaka 564-0053 
JAPON 


Date of mailing 

(day/month/year) Q6 December 20 01 (06.1 2.01 ) 


Applicant's or agent's file reference 
PCT01-052 


IMPORTANT NOTIFICATION 


International application No. 

PCT/JP01/05484 


International filing date 

(day/month/year) 2 7 June 2001 (27.06.01) 


Applicant 

MATSUSHITA ELECTRIC INDUSTRIAL CO., LTD. et al 



1. The applicant is hereby notified that amendments to the claims under Article 19 were received by the International Bureau on: 

26 November 2001 (26.11.01) 

2. This date is within the time limit under Rule 46.1. 

Consequently, the international publication of the international application will contain the amended claims according 
to Rule 48.2(f), (h) and (i). 



3. The applicant is reminded that the international application (description, claims and drawings) may be amended during 
the international preliminary examination under Chapter II, according to Article 34, and in any case, before each of the 
designated Offices, according to Article 28 and Rule 52, or before each of the elected Offices, according to Article 41 
and Rule 78. 





The International Bureau of WIPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 

Facsimile No.: (41-22)740.14.35 


Authorised officer /^^^^^^ 
Telephone No.^(4%22) 338.83.38 



Form PCT/IB/346 (September 1993) 



,4517703 



ATTACHMENT D 



PA1ENT COOPERATION TREAT^ 

From the INTERNATIONAL BUREAU 



WO C£/01790- 
10/069 ?#$>01/65484 



PCT 



NOTICE INFORMING THE APPLICANT OF THE 
COMMUNICATION OF THE INTERNATIONAL 
APPLICATION TO THE DESIGNATED OFFICES 

(PCT Rule 47.1 (c), first sentence) 



To: 



OGASAWARA, Shiro 
Daisan-Longev'Bldg., 3-11, Enokicho 
Suita-shi, Osaka 564-0053 
JAPON 




Date of mailing (day/month/year) 

03 January 2002 (03.01.02) 






Applicant's or agent's file reference 
PCT01-052 


IMPORTANT NOTICE 


International application No. 
PCT/JP01/05484 


International filing date (day/month/year) 

27 June 2001 (27.06.01) 


Priority date (day/month/year) 
29 June 2000 (29.06.00) 


Applicant 

MATSUSHITA ELECTRIC INDUSTRIAL CO., LTD. et al 



1. Notice is hereby given that the International Bureau has communicated, as provided in Article 20, the international application 
to the following designated Offices on the date indicated above as the date of mailing of this notice: 

KR,US 

In accordance with Rule 47.1 (c), third sentence, those Offices will accept the present notice as conclusive evidence that 
the communication of the international application has duly taken place on the date of mailing indicated above and no copy 
of the international application is required to be furnished by the applicant to the designated Office(s). 

2. The following designated Offices have waived the requirement for such a communication at this time: 

CN 



The communication will be made to those Offices only upon their request. Furthermore, those Offices do not require the 
applicant to furnish a copy of the international application (Rule 49.1 (a-bis)). 

3. Enclosed with this notice is a copy of the international application as published by the International Bureau on 
03 January 2002 (03.01.02) under No. WO 02/01790 

REMINDER REGARDING CHAPTER II (Article 31(2)(a) and Rule 54.2) 

If the applicant wishes to postpone entry into the national phase until 30 months (or later in some Offices) from the priority 
date, a demand for international preliminary examination must be filed with the competent International Preliminary 
Examining Authority before the expiration of 19 months from the priority date. 

It is the applicant's sole responsibility to monitor the 1 9-month time limit. 

Note that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has the 

right to. file a demand for international preliminary examination (at present, all PCT Contracting States are bound by Chapter II). 

REMINDER REGARDING ENTRY INTO THE NATIONAL PHASE (Article 22 or 39(1)) 

If the applicant wishes to proceed with the international application in the national phase, he must, within 20 months 
or 30 months, or later in some Offices, perform the acts referred to therein before each designated or elected Office. 

For further important information on the time limits and acts to be performed for entering the national phase, see the 
Annex to Form PCT/IB/301 (Notification of Receipt of Record Copy) and the PCT Applicant's Guide, Volume II. 





The International Bureau of WIPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 

Facsimile No. (41-22) 740.14.35 


Authorized officer 

J. Zahra 

Telephone No. (41-22) 338.91.11 



Form PCT/IB/308 (April 2001) 
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internation.^Wearch report 




Ini 



L m/n<sQ795 

-* application No. 



PCT/JP01/05484 



A. CLASSIFICATION OF SUBJECT MATTER 

Int. CI 7 H04L.9/00, G11B20/10, G06P15/00 



According to International Patent Classification (IPC) or to b th national classification and IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 
Int. CI 7 H04L9/00, G11B20/10, G06F15/00 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
Jitsuyo Shinan Koho 1922-1996 Toroku Jitsuyo Shinan Koho 1994-2001 

Kbkai Jitsuyo Shinan Koho 1971-2001 Jitsuyo Shinan Toroku Koho 1996-2001 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 

WPI, JICST FILE on Science and Technology content, key, encryption, DVD 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



X 
Y 



WO 00/22539 Al (Sony Corporation), 
20 April, 2000 (20.04.00), 

page 100 , lines 8 to 15; page 101, lines 1 to 4; page 122, 

line 12 to page 123, line 3 

& JP 2000-123084 A & JP 2000-124890 A 

& JP 2000-138673 A & JP 2000-188595 A 

& AU 9961231 A & EP 1039392 Al 

& CN 1289421 A 

JP 10-293724 A (Toshiba Corporation) , 

04 November, 1998 (04.11.98), 

Par. Nos. [0039] to [0076] (Family: none) 



1,4,8,10 
2,3,5,9 



JP 11-39794 A (Matsushita Electric Ind. 
12 February, 1999 (12.02.99), 
Full text (Family: none) 



Co. , Ltd. ) , 



JP 2000-122539 A (Matsushita Electric Ind. Co., Ltd.), 
28 April, 2000 (28.04.00), 

Par. Nos. [0018], [0044], [0045] (Family: none) 



2,3,5,9 



1-5, 8-10 



1-5, 8-10 



Further documents are listed in the continuation of Box C. Q See patent family annex. 



* Special categories of cited documents: 

"A" document defining the general state of the art which is not 

considered to be of particular relevance 
"E" earlier document but published on or after the international filing 

date 

U V* document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

"0" document referring to an oral disclosure, use, exhibition or other 



"P" document published prior to the international filing date but later 
than the priority date claimed 



U T' later document published after the international filing date or 
priority date and not in conflict with the application but cited to 
understand the principle or theory underlying the invention 

"X" document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

"Y" document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such 
combination being obvious to a person skilled in the art 

"&" document member of the same patent family 



Date of the actual completion of the international search 
11 September, 2001 (11,09.01) 


Date of mailing of the international search report 

25 September, 2001 (25.09.01) 


Name and mailing address of the ISA/ 

Japanese Patent Office 

Facsimile No. 


Authorized officer 
Telephone No. 



Form PCT/ISA/210 (second sheet) (My 1992) 
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NAL SEARCH REPORT International application No. 

PCT/JP01/05484 



B x I Observations where certain claims were f and unsearchable (Continuati n of item 1 f first sheet) 



This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following 
1. Claims Nos.: 

because they relate to subject matter not required to be searched by this Authority, namely: 



reasons; 



2. Q Claims Nos.: 

because they relate to parts of the international application that do not comply with the prescribed requirements to such an 
extent that no meaningful international search can be carried out, specifically: 



I I Claims Nos.: 

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a). 



B x II Observations where unity of invention is lacking (Continuation of item 2 of first sheet) 

This International Searching Authority found multiple inventions in this international application, as follows: 

The examiner has judged that the inventions of claims of the 
international application are divided into eight groups. However, 
according to the decision on the protest against the additional fee, the 
inventions are divided into seven groups. 
1- The inventions of claims 1-5, 8-10 

2. The inventions of claims 6, 7, 11, 12 

3. The inventions of claims 13, 14 

4. The inventions of claims 15, 16 

5. The invention of claim 17 

6. The invention of claim 18 

7. The invention of claim 19 

1. □ As all required additional search fees were timely paid by the applicant, this international search report covers all searchable 
claims. 

2. □ As all searchable claims could be searched without effort justifying an additional fee, this Authority did not invite payment 
of any additional fee. " 

03 As only some of the required additional search fees were timely paid by the applicant, mis international search report c vers 
only those claims for which fees were paid, specifically claims Nos.: 

Claims 1 to 5, 8 to 10 



No required additional search fees were timely paid by the applicant Consequently, this international 
search report is restricted to the invention first mentioned in the claims; it is covered by claims Nos.: 



Remark on Protest ^ The additional search fees were accompanied by the applicant's protest 
I I N protest accompanied the payment f additional search fees. 



Form PCT/ISA/210 (continuation of first sheet (1)) (July 1992) 
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application No. 
5CT/JP01/05484 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Category' 



Citation f document, with indication, where appropriate, f the relevant passages 



Relevant to claim No. 



Supervision: Shin ICHIMATSU, "Data Hogo to Angou-ka 
no Kenkyuu; Computer Network no Anzensei" , Nippon Keizai 
Shinbunsha, 29 July, 1983 (29.07.83), pages 201 to 206 
(especially, page 204, 3 Data Angou Kagi no Touroku) 



1-5,8-10 



FonnPCT/TSA/210 (continuation of second sheet) (July 1992) 



# 



T/JP01/0 5 48 4 



Int. C 1 7 H04L9/00, G11B20/10, G06F15/00 



Int. Cl' H04L9/00, Gl 1B2 0/1 0, GO 6F 1 5/0 0 



BMMlt^&tt ' 1 922-199 

B*B&H£UI9r&&*l 1 971-2001^ 

B4:BSEfl^»%&« 19 94-2001f 

n*mmm%m&ssam 1996-2001^ 



WPI, J I C S Tfk^&MXWiT*— . content, key, encryption, DVD 



sits 



x 

Y 

Y 
A 



WO 00/22539 Al (y~ — 8s*£&*fc) 

20. 4J5. 2000(20. 04. 00), Sfll00Klg8-15fT, 01OlK»l-*ff, 
^122H012fT-||123M03ff 

& JP 2000-123084 A & JP 2000-124890 A & JP 2000-138673 A 
& JP 2000-188595 A & AU 9961231 A & BP 1039392 Al 
& CN 1289421 A 



JP 10-293724 A (m^^tM^.) 
4. 1U! , 1998 (04. 11. 98) , 3139-76®:? 



jp n-39794 a mrm^mmm^m 

12. 2J! .1999 (12. 02. 99) , :£H£r#J$ (77?!i*U 



1, 4, 8, 10 
2, 3, 5 9 9 

2j 3^ 5^ 9 
1-5, 8-10 



ryj WcHawJfcsXtt-efcoT, MiKftnR2:li&tiDi£i 
r&j n— h7r$U — 



11. 0 9. 01 



mmetHrows h 25. 09. 0 1 



B«#ffJr (ISA/J P) 
0 0— 8 9 1 5 
*DK»WHKfB*BflHT i4S3f 




5M 



9 3 6 4 



«B** 03-3581-1101 ft# 3 5 9 7 



^PCT/ISA/2 10 (f&2^-S?) (1998*7J) 



I^Jtift^ PCT/JP01/05484 



ffi^8^35 (PCT1 7^(2) (a)) ©^M«k «3 ^©ffl^|SM@tt^:»3g* t j; t) ^»f5ffl©-Si5{CoV^W 



3 . □ m&vmm ^astsfcwsBK-efc otp.c -r^m 4 ( a > <om 2 srzttFs 3 



1 . ft 3fc<D^H 1-5, 8-10 

2 . If i£(D$m 6, 7, 11, 12 

3. f»3fc<Z>fSffll3, 14 

4. f»2fc<E>fS|S15, 16 

5. ff3&£>$£gil7 

6. ffj£<D^ffll8 

7. Wkcomffliv 



St3fc<D^ffl 1-5,8-10 



«^PCT/ISA/210 (#1^-S>©«ai (1) ) (1 9 98^7^) 



mmmm^^m^T/ j p o 1/0 5 4 8 4 



$\mxm<® 






A 

' A 


JP 2000-122539 A <*&TS*£3i&tt5*^*fc) 

28. 4J3 . 2000 (28. 04. 00) , ' fgl8, 44, 45€H£ (7 r % V U 

— * ©Sfc^Hi, 0 *g?flr*f Mtfc. 29. 7^ . 1983 (29. 07. 83) , 
p. 201-206 (#iCp.204 3y*— ?m-%m<D&m «r#HS) 


1-5, 8-10 
1-5, 8-10 

■ .V 



iS;PCT/ISA/2 10 (l&2^-S*Oj^#) (1 998¥7^) 




(i9) m&tommmfe&M 

(43) mffi'AMB 
2002 $1^3 0 (03.01.2002) 




PCT 



(10) SRg^MM 
WO 02/01790 Al 



(51) SI£f$if#3I 7 : H04L 9/00, Gl IB 20/10, G06F 15/00 



(21) HKSttJ^S^: 

(22) mf&mm&: 

(25) mv&am<Dmm: 

(26) m&'AMomm: 



PCT/JPO 1/05484 
2001 #6 £27 B (27.06.2001) 



(30) mJtm^r — Z: 

^1M2000- 196080 2000 ^6 £ 29 B (29.06.2000) JP 

2000 *7fl5 0 ( 05.07.2000) JP 

2000 $7^5B (05.07.2000) JP 



4$IS2000-203375 
*$Bl2000-203376 



(71) ttHffiA(*B^^<^TO)Ji^g|zoi>T;: #Tm 
$S3H*xC»tt (MATSUSHITA ELECTRIC INDUS- 
TRIAL CO., LTD.) [JP/JP]; T571-8501 *BKJft P^KrfT 
^^P1K1006 Osaka (JP). 

(72) 3£Hjj#; fc^tf 

(75) *?Bt/UIA f*ll:oixt0)^: mdimZ 
(OKAYAMA, Mutsuyuki) [JP/JP]; T 612-8012 
SI^TfT«l.E^aiBTSaj24#12^ Kyoto (JP). flPVSfr 
S (VANAGISAWA, Ryogo) [JP/JP]: =r 547-0024 *BRjfr 
*EmT»Kltt« = TB2-85 XU#> ha- tK^ 
X403# Osaka (JP). ilg^g (ISHIHARA, Hideshi) 
[JP/JP]; T576-0054XB5Jff5EIf rfi^i?-Ta 10S120 
Osaka < JP). 



(54) Title: COPYRIGHT PROTECTIVE DEVICE AND METHOD 

(54) s§B^(z>«^: mftm&mgiWRVJ5}£ 



EK 



10 




GEN^ 



3 i/J-i/V 



OPE^ 



SEL 



20 



DO 



- RST 



9 -fey h/A* 



IE 



ON 



O 



60 



10... KEY CREATING SECTION 

20... KEY INFORMATION HOLDING /SELECTING SECTION 
40... INPUT REGISTER 

30... CONTENT ENCRYPTING/ DECRYPTING SECTION 
50... FIRST PATTERN DETECTOR 

60. . .RESET/INPUT PERMISSION SIGNAL GENERATING CIRCUIT 



(57) Abstract: A key creating 
section (10) creates a key K used 
for encryption according to a set 
of data EK on encrypted keys. A 
key information holding/selecting 
section (20) holds the created 
key and an intermediate key 
obtained when the key is created 
and outputs key information held 
according to selection information 
SEL. The key information is held 
in, e.g., a storage circuit in, an 
integrated circuit in the form in 
which the key information is not 
recognized as a key. A content 
encrypting/decrypting section (30) 
suppresses the output of the result 
of encryption DO during the key 
creation. A reset/input permission 
signal generating circuit (60) 
brings an input permission signal 
IE into a prohibited state if the 
first pattern is detected during the 
encryption of an input signal DI, 
and outputs a reset signal RST 
after the encryption. 
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(74) KMA: /J*£IS3&#(OGASAWARA, Shir©); t 564- — ffijES 
0053 *B5Jfrl!fcBarfJa:a>*Br3§l m SS3D e 

;u Osaka op). z^^-^s.um<Dmmi~-o^xit. jzm&nztiz 

(81) Jt£H (WPV: CN, KR, US. % h ®* L "'2SSf HTtX * r=, ~ Ki *" 



(57) 



«rc 2 o « , £ fife $ ti it m t , m&ttm-rzmiznbtiiztp 

«r ffi ^7 -f 5 0 ft m « »± . itLtgift/j:^i^t\ #J 
^ -ft: SB 3 Ofi, H4^^liliffMllS*DO©ai^ 

£ #j frj -r 5 0 y*yK/A*fipRr{t-f-^fifeiaK6 0tt.A 

\z. . A^rF"Tff-^IE^^±^^^-Ki«9#x., fl£ -5§- & 3S 
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m m * 
& « # m 

ffgf 

7 t n ^ r - o fc o T -T v ^f-^t^lTlSS, 

s £ . m m s ^mm^mmzft? t > ^ - ^ o a « # # ^ 

ffi a* — a 51 ^ b , 3yfyyt^*ti5X*^t)*^I« 
^©f-^lrr^i?^^ftt5t £ j&s % /£ < — # ^ \z ft *> 
ft Z> X 5 C ft o t ^ 5 . T^^^^r-^t^ltEi, 
^4, t£ ft , S ft m <D & m & ft o X , f — 9 <D & SC 14 -IS 
A/ £ L ft v> 0 i © £> N nyryyof#tftI[j: 

s a£ # ± # ft JB £ $ ft 5 «t 5 ft o x v^ 6 o 

3S $ ft „ H Jl 4fc $ ft X ^ 5 0 ^ll x. ii > D E S ( Data Encry 
ption Standard) Stf R S A (Rivest Shamir Adleman 
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» , m t£ , r ^ r* a n a pi j m ^ it m m m m # m , 
mmm - i998#iij. m!B«$iiTv>5©t? 

#1 & 14 ^ P*S#IS 5 F8-2 8 7 0 1 4-5§-<kfgt<:iE*££*L 
Bf it ft fl¥ I? K > * ^ T ^ V & \fe it V , Bf -S§- <fb $ *L 

) <omm\*. ^ s * x i s t fe 5 o -t n 5£ ^ , is ft =f 4 

CPRM (Content Protection for Recordable Media) 

C P P M (Content Protection for Prerecorded Media 
) &<D%L&&&m£tlX\f^Z> 0 CPRM-^CPPM-ete, 

i 9 > = ^ x >- ; ^ <D Bf -fb * it it ut « & -r % m \z ft m 
z ti % m ( u T * rtilij t ) # 3= $ *l s . cp 

R M -C tt . (Media Key) k & ft & & m (Media Uni 

que Key) # * M « i L T ft ffi $ , ^ Jg # (Title Key 
) *s ft ^ & fc ft 5 0 CPPMTIJ, & #: ft ^ <p m ft £ L T 
7^^U»i« (Album Unique Key) ^S^^ 

C P RMi C P PMOPitt, ^©4flfr©tt=H*^fB^ 
£ ft T 5 „ H 1 <D ft =tH # . "Content Protection for 
Recordable Media Specification - Introduction and Co 
mraon Cryptographic Elements", Revision 0.92, April 1 
8, 2000. T 5 „ m2<Dj±mWn, "Content Protection 
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for Recordable Media Specification - DVD Book*, Revi 
sion 0.92, April 18, 2000. "C h 5 0 W, 3 (D ft U » t2 N "C 
on tent Protection for Prerecorded Media Specificatio 
n - Introduction and Common Cryptographic Elements*", 
Revision 0.91, April 18, 2000. "C fo 5 0 % 4 (D tt M * 
% "Content Protection for Prerecorded Media Specif 
ication - DVD Book", Revision 0.91, April 18, 2000. 

5 o 

. CPRM^CPPMTMS, « 

5 o IS © £ fifc »c m m # i>* Z r t % I^©^7^ 7^1 

£ * fr 5 » ^ > ^«l^l4raiii:45. r © 59 S 

i ^ t 5 * , f3:£H#|lg^8-2 8 7 0 1 4 # #ft « 

b N r. <z> ^ £fe t? . t» ^ H & v — # /i^ y< * _b fc: ^ 9 rT 

fc o 

0 2 PpO JS % i © ± ^ 1 1$ ^ ^ ^ 5 r £ ^ jg gg 
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CLAIMS 



1. A copyright protective device for encrypting or 
decrypting a content, comprising: 

key generation means for generating a key with which to 
apply cryptographic processing to the content, 

cryptographic processing means for applying cryptographic 
processing to the content by using the key, and \ 



retention means for retaining, in a form which is not 
recognizable as a key, at least one of an intermediate key for 
generating the key and the key. 

2. The copyright protective device according to claim 1, 
wherein , 

the key generation means generates said key with respect 
to each of a plurality of media, and 

the cryptographic processing means applies cryptographic 
processing to the content by using the key generated for each 
medium. 

3. The copyright protective device according to claim 1, 
wherein the retention means retains the intermediate key and the 
key in a storage circuit within integrated circuitry. 

4. A copyright protective device for encrypting or 
decrypting a content, comprising: 

key generation means for generating a key with which to 
apply cryptographic processing to the content, 
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cryptographic processing means for applying cryptographic 
processing to the content by using the key, and 

retention means for retaining at least one of an 
intermediate key for generating the key and the key in an encrypted 
manner . 

5. The copyright protective device according to claim 4, 
wherein , 

the key generation means generates said key with respect 
to each of a plurality of media, and 

the cryptographic processing means applies cryptographic 
processing to the content by using the key generated for each 
medium. 

6. A copyright protective device for encrypting or 
decrypting a content, comprising: 

key generation means for generating a key with which to 
apply cryptographic processing to the content and an intermediate 
key for generating the key, by sequentially extracting necessary 
data from key generation data which is formed in a matrix and 
applying computation processing thereto, 

cryptographic processing means for applying cryptographic 
processing to the content by using the key, and 

retention means for retaining at least one of the 
intermediate key and the key generation data. 

7. The copyright protective device according to claim 6, 
wherein , 
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the key generation means generates said key with respect 
to each of a plurality of media, 

the cryptographic processing means applies cryptographic 
processing to the content by using the key generated for each 
medium, and 

the retention means retains the intermediate key and the 
key generation data with respect to each medium. 

8. A copyright protective method for encrypting or 
decrypting a content, comprising: 

a key generation step of generating a key with which to apply 
cryptographic processing to the content, 

an cryptographic processing step of applying cryptographic 
processing to the content by using the key, and 

a retention .step of retaining, in a form which is not 
recognizable as a key, at least one of an intermediate key for 
generating the key and the key. 

9. The copyright protective method according to claim 8, 
wherein , 

the key generation step generates said key with respect to 
each of a plurality of media, and 

the cryptographic processing step applies cryptographic 
processing to the content by using the key generated for each 
medium . 

10. A copyright protective method for encrypting or 
decrypting a content, comprising: 
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a key generation step of generating a key with which to apply 
cryptographic processing to the content, 

an cryptographic processing step of applying cryptographic 
processing to the content by using the key, and 

a retention step of retaining at least one of an 
intermediate key for generating the key and the key in an encrypted 
manner . 

11. A copyright protective method for encrypting or 
decrypting a content, comprising: 

a key generation step of generating a key with which to apply 
cryptographic processing to the content and an intermediate key 
for generating the key, by sequentially extracting necessary data 
from key generation data which is formed in a matrix and applying 
computation processing thereto, 

an cryptographic processing step of applying cryptographic 
processing to the content by using the key, and 

a retention step of retaining at least one of the 
intermediate key and the key generation data. 

12. The copyright protective method according to claim 11, 
wherein , 

the key generation step generates said key with respect to 
each of a plurality of media, 

the cryptographic processing step applies cryptographic 
processing to the content by using the key generated for each 
medium, and 
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the retention step retains the intermediate key and the key 
generation data with respect to each medium. 

13. A copyright protective device for encrypting or 
decrypting a content, comprising: 

key generation means for generating a key with which to 
apply cryptographic processing to the content and outputting a 
notification signal which indicates whether key generation is 
being performed or not, and 

cryptographic processing means, to which a content 
containing identification information indicating whether or not 
to perform cryptographic processing is inputted, for applying 
cryptographic processing to the content in accordance with the 
identification information by using the key, and for outputting 
a result of the cryptographic processing, 

wherein the cryptographic processing means restrains the 
result of the cryptographic processing from being outputted when 
the notification signal indicates that key generation is being 
performed . 

14. A copyright protective device for encrypting or 
decrypting a content, comprising: 

key generation means for generating a key with which to 
apply cryptographic processing to the content and outputting a 
notification signal which indicates whether key generation is 
being performed or not, 

cryptographic processing means, to which a content 
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containing an identification signal indicating whether or not to 
perform cryptographic processing is inputted, for applying 
10 cryptographic processing to the content in accordance with the 
identification signal by using the key, and for outputting a 
result of the cryptographic processing, and 

selection means for selecting a content which is inputted 
to the cryptographic processing means when the notification 
15 signal indicates that key generation is being performed, and 
otherwise selecting the result of the cryptographic processing 
outputted from the cryptographic processing means. 

15. A copyright protective device for encrypting or 
decrypting a content, comprising: 

key generation means for generating a key with which to 
apply cryptographic processing to the content and outputting a 
5 notification signal which indicates whether key generation is 
being performed or not, and 

cryptographic processing means, to which a content 
containing an identification signal indicating whether or not to 
perform cryptographic processing is inputted, for applying 
10 cryptographic processing to the content in accordance with the 
identification signal by using the key, and for outputting a 
result of the cryptographic processing, 

wherein, when the notification signal indicates that key 
generation is being performed, the cryptographic processing means 
15 switches an input enable signal for controlling inputting of 
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contents to an input disabled state. 

16. A copyright protective device for encrypting or 
decrypting a content, comprising: 

key generation means for generating a key with which to 
apply cryptographic processing to the content, and 

cryptographic processing means, to which a content 
containing an identification signal indicating whether or not to 
perform cryptographic processing is inputted, for applying 
cryptographic processing to the content in accordance with the 
identification signal by using the key, and for outputting a 
result of the cryptographic processing, 

wherein, when key generation is being performed, the key 
generation means switches an input enable signal for controlling 
inputting of contents to an input disabled state. 

17. A signal processing device for processing an input 
signal containing per plurality of symbols a heading pattern which 
represents a heading of a processing unit, comprising: 

a register for retaining the input signal which is 
sequentially inputted , 

heading pattern detection means for detecting the heading 
pattern being contained in the input signal retained in the 
register , 

signal processing means for applying predetermined signal 
processing to the input signal which is supplied via the register, 
and notifying whether the input signal is being processed or not, 



and 

control signal generation means which outputs a reset 
signal to the signal processing means if the signal processing 
means is not performing processing when the heading pattern is 
detected by the heading pattern detection means , and if the signal 
processing means is performing processing when the heading 
pattern is detected by the heading pattern detection means, 
switches an input enable signal for controlling input to an input 
disabled state and transitions to a reset-waiting state, and 
outputs a reset signal to the signal processing means when the 
processing by the signal processing means is completed in the 
reset-waiting state . 

18. A signal processing device for processing an input 
signal which is inputted symbol by symbol in accordance with an 
input enable signal, 

signal processing means to which not more than c symbols 
of said input signal is inputted after the input enable signal 
changes to an input disabled state, wherein the signal processing 
means processes b symbols of said signal at one time and notifies 
an overflow state of internal processing, 

input enable signal generation means for switching the 
input enable signal to an input disabled state when the processing 
by the signal processing means enters an overflow state, and 

a register which retains a symbols of said input signal, 
outputs Jb symbols to the signal processing means when the input 
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enable signal is in an input enabled state, wherein a, b, and c 
15 are of the relationship a^ (b+c) , and employs as a load signal 
a logical OR signal between the input enable signal and a signal 
obtained by delaying the signal by one clock cycle. 

19. A signal processing device for processing an input 
signal which is inputted symbol by symbol in accordance with an 
input enable signal, 

signal processing means to which not more than c symbols 
5 of said input signal is inputted after the input enable signal 
changes to an input disabled state, wherein the signal processing 
means applies predetermined processing to the input signal and 
notifies whether the input signal is acceptable or not, 

a memory for storing the input signal and outputting the 
10 stored input signal to the signal processing means, 

memory control means which, if the input signal is 
acceptable to the signal processing means, controls the memory 
so that the data is read therefrom, and outputs a write address 
and a read address while performing write control so as not to 
15 overwrite data on any unread data, and 

input enable signal generation means for switching the 
input enable signal to an input disabled state when a write margin 
which is calculated based on the write address and the read address 
outputted from the memory control means reaches at least c 
20 symbols. 
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□ die Sprache der Ubersetzung, die fur die Zwecke der internationalen vorlaufigen Prufung eingereicht worden 
ist (nach Regel 55.2 und/oder 55.3). 

3. Hinsichtlich der in der internationalen Anmeldung offenbarten Nucleotid- und/oder Aminosauresequ nz ist die 
internationale vorlaufige Prufung auf der Grundlage des Sequenzprotokolls durchgefuhrt worden, das: 

□ in der internationalen Anmeldung in schriftlicher Form enthalten ist. 

□ zusammen mit der internationalen Anmeldung in computerlesbarer Form eingereicht worden ist. 
D bei der Behorde nachtraglich in schriftlicher Form eingereicht worden ist. 

□ bei der Behorde nachtraglich in computerlesbarer Form eingereicht worden ist. 

□ Die Erklarung, daft das nachtraglich eingereichte schriftliche Sequenzprotokoll nicht uber den 
Offenbarungsgehalt der internationalen Anmeldung im Anmeldezeitpunkt hinausgeht, wurde vorgelegt. 

□ Die Erklarung, daft die in computerlesbarer Form erfassten Informationen dem schriftlichen 
Sequenzprotokoll entsprecheh, wurde vorgelegt. 
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4. Aufgrund der Anderungen sind folgende Unterlagen fortgefallen: 

□ Beschreibung, Seiten: 

□ Anspruche, Nr.: 

□ Zeichnungen, Blatt: 

5. □ Dieser Bericht ist ohne Berucksichtigung (von einigen) der Anderungen erstellt worden, da diese aus den 

angegebenen Grunden nach Auffassung der Behorde uber den Offenbarungsgehalt in der ursprunglich 
eingereichten Fassung hinausgehen (Regel 70.2(c)). 

(Auf Ersatzblatter, die solche Anderungen enthalten, ist unter Punkt 1 hinzuweisen;sie sind diesem Bericht 
beizufugen). 



6. Etwaige zusatzliche Bemerkungen: 



V. Begrundete Feststellung nach Artikel 35(2) hinsichtlich der Neuheit, der erfinderischen Tatigkeit und d r 
gewerblichen Anwendbarkeit; Unterlagen und Erklarungen zur Stutzung dieser Feststellung 

1. Feststellung 

Neuheit (N) Ja: Anspruche 1-11 

Nein: Anspruche 

Erfinderische Tatigkeit (ET) Ja: Anspruche 1 -1 1 

Nein: Anspruche 

Gewerbliche Anwendbarkeit (GA) Ja: Anspruche 1 -1 1 

Nein: Anspruche 



2. Unterlagen und Erklarungen 
siehe Beiblatt 
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Abschnitt V 



Die in der unabhangigen Anspruche 1 und 10 enthaltene Merkmalskombination ist aus 
dem vorliegenden Stand der Technik weder bekannt, noch wird sie durch ihn 
nahegelegt. 

Durch die in den abhangigen Anspruchen aufgefuhrten MaBnahmen sind vorteilhafte 
Weiterbildungen der in Anspruch 1 angegebene Vorrichtung dargestellt. Die Anspruche 
erfullen daher auch die in Art.33(1),(2) PCT genannten Kriterien. 
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Neue Beschreibungsseiten 

Verfahren und System zum Umlenken von Fernmeldeverbindungen 

Die vorliegende Erf indung betrif f t ein' Verfahren und ein 
System zum Umlenken von Fernmeldeverbindungen, das 
insbesondere die Einbindung von Teleworkern in ein Corporate 
Network ermoglicht. J 

Neben den ublichen Basisdiensten - in der Regel sind dies der 
Aufbau von Fernmeldeverbindungen und die Obertragung von 
Nutzdaten ftir die Kommunikation - werden von Anbietern 
offentlicher Telekommunikationsnetze eine Reihe von 
erganzenden Diensten angeboten. Die vorliegende Erf indung 
betrifft den Dienst der Rufumlenkung, der es einem Benutzer 
ermoglicht, ankommende Verbindungen unter verschiedenen 
Bedingungen auf andere Anschliisse, beispielsweise zu 
automatischen Ansagen, zu einer Dienstperson (Operator) Oder 
zu einem anderen Anschlufi, unter dem der Benutzer 
vorUbergehend erreichbar ist, umzulenken. 

Eine derartige Rufumlenkung wird beispielsweise auch von 
sogenannten Teleworkern in Anspruch genommen. Darunter sind 
Mitarbeiter einer Firma zu verstehen, die zusatzlich zu ihrem 
Firmenarbeitsplatz zeitweise auch von zu Hause aus fur die 
Firma arbeiten und insbesondere dort telefonisch erreichbar 
sein sollen. Bei einem derartigen Teleworker handelt es sich 
beispielsweise urn einen Versicherungsagenten. Aktiviert 
dieser die Rufumlenkung, werden an seinem Firmenarbeitsplatz 
ankommende Telefonate automatisch zu seinem HeimanschluB 
umgelenkt. 

Seit ungefahr 15 Jahren ist es moglich,! beispielsweise bei 
I SDN- Verbindungen aber auch bei analogen Anschlussen, die 
Rufnummer eines Gesprachspartners in Erfahrung zu bringen. Im 
Falle der ISDN-Verbindung werden dabei parallel zu den ftir 
die Kommunikation verwendeten Nutzdaten im B-Kanal 
Informationsdaten im D-Kanal ubertrager^, welche eine 
AnschluJikennung wiedergeben und von einem entsprechend 
ausgebildeten Fernmeldeapparat ausgeweritet und angezeigt 
werden. Ruft daher der Teleworker im Rahmen seiner 
Beruf statigkeit von zu Hause aus einen Kunden an, so ist es 
fur diesen ohne weiteres moglich, die Privatnummer des 
Teleworkers in Erf ahrung -zu bcingen. Deir Kunde ware dann in 
der Lage, den Teleworker auch in solchen Zeitraumen zu Hause 
anzurufen, in denen dieser gar nicht arbeitet, und konnte 
diesen in seiner Freizeit storen. Ein weiteres Problem konnte 
beispielsweise auch dann entstehen, wenn der Teleworker den 
Arbeitsplatz wechselt und auf dem gleicben Gebiet fiir eine 



1? 



neue Firma tatig ist. Fur den Kunden, dem lediglich die 
Privatnummer des Teleworkers bekannt ijst, ware dieser Wechsel 
nicht ersichtlich, so dafi dieser moglicherweise ebenfalls die 
Versicherung wechseln kOnnte. Ein derartiger- Wechsel ware - 
5 aber von den Firmen selbst nicht erwiinjscht. 

Es ist daher Aufgabe der vorliegenden Erfindung, ein Verfah- 
ren zum Umlenken von Fernmeldeverbindungen anzugeben, das ein 
hohes MaJi an Flexibilitat bietet und bei dem das Umlenken der 
10 Fernmeldeverbindungen fur eine externe. Person nicht 
ersichtlich ist. 

Die Aufgabe wird durch ein Verfahren, das die Merkmale des 
Anspruchs 1 aufweist, gelost. ; 

15 i 

Eine vorteilhafte Ausgestaltung der Erfindung ist in Anpruch 

2 beschrieben. „ -Dement sprechend wird bei dem erf indungsgemalien 

Verfahren bei geschaf tlichen Telefonaten grundsatzlich nur 

die Firmennummer angezeigt, nicht jedoch die Privatnummer. 

20 Aus Sicht des Kun- 
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Neue Patentansprilche 

1. Verfahren zum Umlenken von Fernmeldeverbindungen, 
wobei eine an einen ersten FernmeldearischluB (Al, A5) 

5 gerichtete Fernmeldeverbindung automat,isch zu einem zweiten 
Fernmeldeanschlufl (A2) umgelenkt wird ; und mittels der 
Fernmeldeverbindung parallel zu Nutzdaten Inf ormationsdaten 
ubertragen werden, welche eine Anschluflkennung wiedergeben, 
dadurch gekennzeichnet , j 

10 dafl eine offentliche Vermittlungsstelle (VST1) des ersten 
Fernmeldeanschlusses (Al, A5) und eine; offentliche 
Vermittlungsstelle (VST2) des zweiten Fernmeldeanschlusses 
(Al, A5) Mittel (LI) zum Speichern der Anschluflkennung des 
ersten Fernmeldeanschlusses (Al, A5) , der Anschluflkennung des 

15 zweiten Fernmeldeanschlusses (A2) und einer 

Statusinformation, die besagt, ob die Umlenkung erfolgen 
soil, aufweisen, und dafl die Umlenkung zu dem zweiten 
Fernmeldeanschlufl (A2) an der offentliche Vermittlungsstelle 
(VST1) des ersten Fernmeldeanschlusses (Al, A5) erfolgt. 

20 

2. Verfahren nach Anspruch 1, dadurch 

gekennzeichnet, dafl in dem Status der Umlenkung der 
Fernmeldeverbindungen des ersten Fernmeldeanschlusses (Al, 
A5) zu dem zweiten Fernmeldeanschlufl (A2) sowohl bei Aufbau 

25 einer Fernmeldeverbindung von dem zweiten Fernmeldeanschlufl 
(A2) zu einem dritten Fernmeldeanschluii (A3) wie auch bei 
Aufbau einer Fernmeldeverbindung von einem dritten 
Fernmeldeanschlufl (A3) zu dem zweiten Fernmeldeanschlufl (A2) 
die mittels der Fernmeldeverbindung parallel zu den Nutzdaten 

30 ubertragenen Inf ormationsdaten so in den offentlichen 

Vermittlungsstellen (VST1,VST2) modifiziert werden, dafl sie 
anstelle der Anschlufikennung des zweiten Fernmeldeanschlusses 
(A2) die Anschluflkennung des ersten Fernmeldeanschlusses (Al, 
A5) wiedergeben. 

35 

3. Verfahren nach einem der Anspruche 1 oder 2, dadurch 
gekennzeichnet, 

dafl der erste Fernmeldeanschlufl (Al) ein Anschlufl innerhalb 
40 einer Nebenstellenanlage (PBX) ist. 

4. Verfahren nach Anspruch 3, ( 
dadurch gekennzeichnet, 

dafl die Nebenstellenanlage (PBX) Mittel zum Speichern der 
45 Anschluflkennung des ersten Fernmeldeanschlusses (Al) und 
einer Statusinformation, die besagt, ob eine Umlenkung 
erfolgen soil, aufweist, , 

und dafl eine von einem vierten Fernmeldeanschlufl (A4) , 
der ebenfalls ein Anschlufl innerhalb ddr Nebenstellenanlage 
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(PBX) ist, ausgehende und an den ersten FernmeldeanschluB 
(Al) gerichteten Ferruneldeverbindung zu der offentlichen 
Vermittlungsstelle (VST1) des ersten fernmeldeanschlusses 
(Al) bzw. der Nebenstellenanlage (PBX)! und von dort zu dem 
5 zweiten FernmeldeanschluB (A2) umgelenkt wird. 

5. Verfahren nach Anspruch 4, 
dadurch gekennzeichnet, ! 
daB bei der Eingabe einer nebenstellen-internen 
10 AnschluBkennung eine von dem zweiten FernmeldeanschluB (A2) 
ausgehende Ferruneldeverbindung an die Nebenstellenanlage 
(PBX) und an den entsprechenden NebenstellenanschluB (A4) 
geleitet wird. 

i 

15 6. Verfahren nach einem der vorherigen ! Ansprtiche, 
dadurch gekennzeichnet, ■ 

daB das Modifizieren der Inf ormationsdaten durch Eingabe 
eines speziellen Steuersignals vorUbergehend ausgeschaltet 
werden kann. 
20 | 

7. Verfahren nach einem der vorherigenj Ansprtiche, 
dadurch gekennzeichnet, » 

daB dieses von dem zweiten FernmeldeanschluB (A2) aus durch 
Eingabe eines vorgegebenen Zugangscode aktivierbar ist. 

25 ; 

8. Verfahren nach einem der vorherigen- Ansprtiche, 
dadurch gekennzeichnet, 

daB der zu dem ersten FernmeldeanschluB Al, A5) gehorende 
zweite FernmeldeanschluB (A2) fest vorgegeben ist. 

30 

9. Verfahren nach einem der Ansprtiche 1 bis 8, 
dadurch gekennzeichnet, 

daB der zu dem ersten FernmeldeanschluB (Al, A5) gehorende 
zweite FernmeldeanschluB (A2) beim Aktivieren des Umlenk- 
35 Verfahrens durch Obertragen eines Steuersignals frei gewahlt 
werden kann. 

10. System zum Umlenken von an einen ersten FernmeldeanschluB 
(Al, A5) gerichteten Fernmeldeverbindungen zu einem zweiten 

40 FernmeldeanschluB (A2), aufweisend: ; 

eine mit dem ersten FernmeldeanscHluB (Al, A5) 
verbundene Vermittlungsstelle (VST1), die Mittel (LI) zum 
Speichern der AnschluBkennung des ersten Fernmeldeanschlusses 
(Al, A5) , der AnschluBkennung^ des zweiten 

45 Fernmeldeanschlusses (A2), einer Statusinf ormation, die 
besagt, ob die Umlenkung erfolgen soll r sowie Mittel zum 
Umlenken von Fernmeldeverbindungen zu dem zweiten AnschluB 
(A2) aufweist; 
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eine mit dem zweiten Fernmeldeanschluft (A2) verbundene zweite 
Vermittlungsstelle (VST2) , die Mittel i(L2) zum Speichern der 
Anschluftkennung des ersten Fernmeldeanschlusses (Al, A5) und 
der Anschluftkennung des zweiten Fernmeldeanschlusses (A2), 
sowie Mittel zum Modifizieren von Inf ormationsdaten, welche 
eine AnschluJikennung wiedergeben, aufweist. 

11. System nach Anspruch 10, 
dadurch g e k e n n z e i c h n e t , j 

daft es zusatzlich eine Nebenstellenanlage (PBX) enthalt, 
wobei der erste Fernmeldeanschluft (Al)| in diese 
Nebenstellenanlage (PBX) integriert ist, und die 
Nebenstellenanlage (PBX) Mittel zum Spleichern einer 
Information, die besagt, ob an den ersten Fernmeldeanschluft 
(Al) gerichtete Fernmeldeverbindungen jumgelenkt werden 
sollen, aufweist. ! 

i 

i 
i 
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